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When the Old Way of Keeping your Employee Data
Secure Doesn’t Work Any Longer
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It's ALL ABOUT Analyzing & RESPONDING to 
Risk! 

We secure endpoints for our clients, BUT 
more importantly, we are working to educate 
business owners/leaders on cyber risk.

We lead with Cybersecurity Consulting -- as 
every environment is different.

Cybersecurity is what we are all trained and 
experienced to do.

We offer a Breach Hotline.
Our solution delivers 24x7 security monitoring 
with a LIVE person
We help clients implement and test incident 
response plans
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Scenerio 
Traditional Security Tools

Anti Virus/Malware
Updated Firewall
Annual Security Training
Backups

Outsourced IT Third-Party Managed Service
Provider
Cyber Insurance policy in place
Experienced a data breach 

Key Takeaways
Traditional security tools were insufficient
No good plan to respond to an incident
Managed Service Provider was little help in
preventing or responding 
Many third parties wanted to assist in
recovery and response, challenging to
decide which services were needed.
No internal process for filing a claim with
cyber insurance

A Breach Story 



Part 2
Current Cyber Attack Trends



Data
Doesn't Lie

Phishing Attacks
More than 255 million phishing attacks occurred over six months in
2022, a 61% increase in the rate of phishing attacks compared to 2021

Largest 2022 Data Breach
Acorn Financial Services (August 2022)

An Acorn employee was likely targeted via phishing, and their email
credentials were stolen. Once attackers had access to the employee’s
email account, they accessed internal information contained in the
email account. Attackers stole names, addresses, dates of birth, driver’s
license numbers, financial account numbers, Social Security numbers,
and other client account-related information. Acorn launched a full
investigation and sent a breach notification to their impacted
customers. Acorn could have further mitigated exposure should they
have implemented a phishing detection and takedown service before
their employee fell victim to the phishing attack.

Current Cyber Attack Trends



 
A ransomware attack

occurs every 2 seconds
 

More Data Points

Ransomware accounts
for 10% of all breaches

Data breaches, ransomware attacks,
phishing scams, are showing NO

SIGN OF SLOWING DOWN

Phishing, remote desk protocol
(RDP) exploitation and software
vulnerabilities are the principal

root causes of ransomware
infections

Sources: Verizon, Forbes

Current Cyber Attack Trends

https://easydmarc.com/blog/ransomware-attacks-a-complete-guide/
https://easydmarc.com/blog/phishing-attacks-recognize-and-avoid-email-phishing/


 
 

46% of all cyber
breaches impact

businesses with fewer
than 1,000 employees

 

More Data Points

 
 

75% of SMBs could not
continue operating if

they were hit with
ransomware

 

Source: strongdm.com

Just 17% of small businesses
have cyber insurance.

Current Cyber Attack Trends



Part 3
Assessing Cyber Risk



Remote Work

As published on TechTarget

42% of small
businesses have

revised their
cybersecurity plan
since the COVID-19

pandemic.
 
 

Has Your Business?

Source: strongdm.com



What are cyber risks? 
Sensitive Data
Employee Risk
Vendors Risk
Computer Infrastructure Risk

Defining what needs protected:
Determine what sensitive data resides in your IT Systems
Determine where sensitive data is stored and who has access
Analyze critical third-party vendors that have access to client data
Evaluate employee cyber security awareness

Analyzing Risk:



Types of Data 
Employee Data

Social Security Numbers
Bank Account
Health Care information

Client Data
Account numbers
Sensitive information owned by Client
Credit Card/Bank Account

Protected Information
Industry specific proprietary information
Controlled Unclassified Information

Examples of risky data



Methods:  

Impact Rating Scale
IT Assessment 
Assessment against a compliance standard
Phishing Simulation
Vulnerability Scans
Penetration Tests
Assess cyber security maturing of third-party vendors
Incident response fire drill

How to calculate my risk



Examples 
Impact Rating Scale Vendor Questionaire



More Examples 

External Vulnerability Scan Findings Compliance Framework (NIST)



Part 4
Risk Mitigation



Traditional Security Tools

Anti virus/malware to prevent all known 
threats

Modern Security Tools 
Endpoint Detection & Response - with
real-time monitoring of alerts

Out with the Old in with the New 

Next-Generation Firewall - that is tied to 
real-time threat intelligence to guard 
against latest attacks 

      

Multi-factor Authentification + Password
Policy & Procedures

Monthly Vulnerability Scans

Firewall - used for blocking traffic going 
in/out against all known threats

Annual Security Awareness Training

Quarterly external vulnerability 
scanners 

        



Acting on alerts from security tools
Understanding the latest attack trends
In-house vs. third-party outsource

Expertise

It's more than just tools...

Incident Response Plan
Employee Training

Preparedness

Backups
Cloud vs. On-Premise Assets
Choosing the Right Vendor

Strategy



Top 3 Things to Know BEFORE Partnering with Vendors  
1. Does YOUR BUSINESS have a PROCESS to audit third-party vendors for their cybersecurity
resilience before sharing confidential information?

2. VERIFY that your third parties have implemented strong third-party risk cybersecurity
monitoring and plans.

3. DEFINE cybersecurity risk expectations and requirements with your vendors.

Reduce Third-party Risk 

By understanding third-party security policies and procedures, you can take corrective steps to address the
risks to your data. Without the proper controls, your vendors and contractors can become the weakest link to

your organization and customers’ privacy. 



CTR Security
  Annual SOC Compliance Audit
  Hosted on Microsoft Azure
  Daily redundancy and backups
  Dual Factor Authentication
  Vendor Oversight Process
  Intrusion and End Point Detection
  Employee Education and Training



Cyber Fraud
Email spoofing 

Bad Actor impersonates employee’s email account  

Bad Actor gains access to employee’s email account 

 Then request changes to direct deposit account information. 

Unemployment Fraud
Fraudsters gain information on employee and file a claim on their behalf   

User account is compromised 

Sending unsecured Personal Indentifiable Information



Fighting the Bad Guys

Use strong passwords 
Use Two-Factor Authentication (2FA) 
Change passwords frequently 
Do not share user logins 
Do not reuse passwords 
Make passwords unique to each web site or application 
Secure username and passwords
No public wifi
Restricting online access by location (IP address)

Your first line of defense: 

We are trying to deter unwanted access by making it 
harder for the bad guys to get in…..



Fighting the Bad Guys

Employee Training
Test Phishing Campaigns
Evaluate your performance



Fighting the Bad Guys

Securely store all payroll reports and shred when not needed any longer. 

Provide a way for employees to send secure emails when including PII (Personal Identifiable Information) data. 

Recommend your employees use your payroll system’s employee portal to make changes, especially direct deposit 
changes. 

If payroll department is making direct deposit changes, confirm changes over the phone not by email. 

Make it easy for your employees to report a cyber incident. 

If a cyber incident occurs notify your IT staff or IT Provider immediately.  

Notify CTR. We can assist you in determining the scope and assist you with resolving the issue.   

CTR begins the process of sending funds to our banks for ACH processing at 3:30 pm. CTR has a small window to get 
these funds back for you.

  



Fighting the Bad Guys

Duplicate Employee Payments - Reports employees that have the same direct deposit accounts. 

Customer ACH Threshold – Reports per pay amounts that are over the established CTR customer 
threshold. 

Individual Threshold – Reports employees that have been paid more than the configurable CTR 
Threshold. 

Duplicate Direct Deposit Accounts – Reports employees that have been paid to the same direct deposit 
account multiple times. 

Suspect Routing Numbers – Reports when an account is used that is on CTR Suspect Routing Number 
List and has surpassed our pre-defined threshold amount.  

CTR has developed an internal process that looks at all ACH files for potential fraud. 



Bad Guys can come from Within

Ghost Employees 
Payment Redirection 
Pay Rate Alteration 
Misclassification of Workers 

Unusual bank activity 
Changes in employee’s behavior 
Employee living beyond means 
Employee unwilling to take time off 
Employee unwilling to share or delegate duties 

Consider reference and background checks 
Split up processes so job task and responsibilities are handled by more than one employee 
Establish checks and balances 
Establish thresholds and approval processes 
Scrutinize your users access to the payroll system 
Regularly audit payrolls 
Review all notices 
Make it easy to report payroll fraud 

Payroll Fraud by Payroll / Supervisor Staff 

Look out for: 

Deterring: 



Preview your payroll
Verify Employee count
Verify totals on Payroll Register. (Do the hours and dollars look
reasonable? Compare to previous payroll )
Check all new hires. Reference New Employee and Change Audit
Report
Check the Exceptions Report
Verify overtime and bonuses 
Verify tax amounts
Check bank account changes.
Check pay rate changes.
Have more than one person verify the payroll. Keep everyone
honest… 

Tips for Verifying Pay





Marc Malloy
412-335-0477
marc.malloy@blackbottle.io

412-303-1339
John.hensberger@blackbottle.io

John Hensberger

blackbottleit.com

Feel free to reach out today or in the
near future

Thank You! 

Scan for Free Gap Analysis 

Schedule Time with Us




